Btes FEARY2010 FFEE 9 HITSE 320 Hf

T FPGA Gy HL DPA Zrili ik BB PrBi AR5

}-@J'ﬁ;s}ﬁ %’ T@st ?iiﬁn '#"J‘}E
(EWITRZE HENIBRE, Wit GRE 050003)

W EMARSTHREMNEANFPGALHEXL MR LN LB A, H X FPGA EBYE R R (DPAIF R LA XA
SAZ RENHRAARKSHATRFTARLG Y. EFAXLSH LB AR LG PHRAAEB L, RARK LA F &
AR ALELHEREATFFPGAS KRB ER AT E(DES) R4 4K, B DPAAEEREL R AGPHAY
DES v & a7 il 4y DPA s & A b5 PR mFRA R AR DPA A EHRS .

XA :FPGA; £4 954 HEMERL; Riéh; ALE

A5 ¥ S TP309. 7 XRiFiINAE:A X5/ S :1004-373X(2010)09-0001-03

Pretection Technique of Anti DPA-attack Circuit Based on FPGA Platform
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Abstract: With the widespeard application of field programmable gate array(FPGA) chip in the securtity field, the anti
DPA-attack research of FPGA ciphering chip are getting much more attention, but most of the present research achievements
focus on the security of smart cards. Based on the protection technique research of circuit, the dual-rail and pre-charge tech-
nique is applied in the data encryption standard(DES) hardware structure of the FPGA chip with the hard macros method.
The attacking experiment of DPA demonstrates that without pretecting measure DES enciphering system can’t defend DPA,
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but enciphering system using pretecting measure has the ability to resist DPA-attack.
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ENTITY des56 IS

PORT(

indata :IN std_logic_vector(0 TO 63);
inkey :IN std_logic_vector(0 TO 63);
outdata :OUT std_logic_vector(0 TO 63);
decipher ;IN std_logic

ds :IN std_logic

clk :IN std_logic

rst :IN std_logic
rdy_next_next_cycle :QUT std_logic
rdy_next _cycle :OUT std_logic
rdy :0UT std_logic

)3
END des56;
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